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Abstract
Graphics Processing Units (GPUs) have become a powerful
platform, that can provide significant performance benefits to data
parallel applications. Graphic processors are being increasingly introduced as accelerators in high performance computing (HPC)
systems due to the development of GPGPU (General-Purpose
Computation on GPUs). Furthermore, virtualization technologies
are gaining interest in these domains, due to their benefits on server
consolidation as well as the isolation and ease of management they
offer. There is thus a growing need to combine the benefits of both
fields by providing heterogeneous resources, particularly GPUs, in
virtual environments.
In this paper we address the challenge of integrating GPGPU
into virtualized environments. We propose VGVM, a mechanism
that enables the execution of GPU accelerated applications within
Virtual Machines (VMs). Our framework consists of two components: a user level library and a paravirtualized driver, which enables communication with the host’s GPU driver. To validate our
approach, we conduct experiments on a variety of GPU applications, focusing on the virtualization overhead and the scalability of
our framework.

1.

Introduction

Nowadays, Graphics Processing Units (GPUs), driven by the
insatiable market demand for real-time, high-definition 3D graphics, have evolved into general-purpose, high performance, manycore processors capable of high computation throughput and
memory bandwidth. In addition to being efficient at manipulating
computer graphics and image processing, their highly parallel
structure makes them well-suited to address problems that can
be expressed as data-parallel computations with high arithmetic
intensity. As a result, GPUs are being introduced as accelerators
in order to achieve speed-ups in applications traditionally handled by the central processing unit (CPU). This approach, known
as general purpose computation on GPUs (GPGPU), is being
increasingly adopted in HPC (High Performance Computing)
applications. Research has demonstrated that computationally intensive applications from a wide range of scientific fields, such
as finance [1], chemical physics [2], weather broadcast [3], fluid
dynamics [4] etc. can leverage GPUs to obtain major gains in performance. In addition to the scientific domain, GPUs are used in
software routers [5], encrypted networks [6] and database management systems [7] as well. One of the reasons general purpose
computing on GPUs has been well established is the introduction
of dedicated programming environments, compilers, and libraries
such as CUDA from Nvidia.
On the other hand, virtualization technology has an increasing
influence on how computational resources are used and managed.
The growth in hardware performance and the increased demand

for service consolidation from business markets, leads virtualized
cloud environments to host an ever growing amount of computations. Virtual Machines (VMs) can improve resource utilization,
as several different customers may share a single computing node
with the illusion that they own the entire machine in an exclusive
way, while providing process isolation and ease of management.
Consequently, virtualization techniques are a promising effort to
run high performance software on a grid, as obtaining virtualized cloud computational resources is an elastic, time and cost
efficient alternative to the traditional way of obtaining resources.
With the recent advances in both virtualization and GPU technology, there is an ever-growing need to provide heterogeneous resources, particularly GPUs, within the cloud environment in the
same scalable and on-demand way as traditional virtualized hardware. Cloud providers are thus facing the challenge of integrating into their platforms. For example, Amazon Elastic Compute
Cloud (EC2) [8] provides GPU instances as computing resources,
but each client is assigned with an individual physical instance of
GPUs. Unfortunately, in the cloud context I/O virtualization suffers from poor performance, due to the overhead incurred by indirect access to physical resources and the need to multiplex the
applications access to I/O resources. Virtualization and sharing
of GPU hardware face additional challenges due to the characteristics of graphic processing units that do not enable preemptive
scheduling and time-sharing capabilities.
In this paper we propose, VGVM, an efficient approach to
expose GPGPU capabilities in virtual machines. We present the
design and implementation of a framework that enables applications executing in virtual environments, to accelerate their performance exploiting GPU resources. By using our framework, multiple VMs co-located in the same host computer can share physical
GPU resources. As a proof of concept we target the virtualization of CUDA-enabled GPUs by enabling applications developed
using the CUDA platform to execute within VMs. VGVM employs paravirtualization techniques and uses a split driver model.
It consists of a user-level library, a frontend driver located at the
guest OS and a backend driver implemented at the hypervisor.
The framework’s architecture is shown in Figure 1.
In summary, the main contributions of our work are:
• We propose an efficient GPU virtualization framework that

enables GPGPU applications to execute within VMs, and implements GPU resource sharing among co-located VMs.
• We maintain CUDA Runtime binary compatibility, so that ex-

isting applications can use our framework without any source
code modification.
• We categorize GPU accelerated applications based on their

computation and memory access profile and discuss which
types applications could benefit by using our framework.
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Figure 1. The VGVM architecture

Our performance
evaluation
shows that VGVM achieves low
Frontend
driver
virtualization overhead, making GPU accelerated applications executing within VMs competitive to those executing in native environments with direct access to GPU resources.
The rest of this paper is organized as follows: We first introduce some necessary background in Section 2. Section 3 describes the design and implementation of VGVM, while Section
4 presents a detailed performance evaluation. Then, in Section 5
we discuss how different types of GPGPU application can benefit
from using our framework. In Section 6 we discuss related work
and finally, in Section 7 we conclude and present directions for
future work.

2.

Background

2.1

GPGU Programming Interfaces

CUDA (Compute Unified Device Architecture) [9] and OpenCL
(Open Computing Language) [10] are two widely used interfaces
offering general-purpose computing capabilities on GPUs. Both
present similar features but through different programming interfaces. OpenCL, developed by the Khronos Group, is an open
standard for cross-platform, parallel programming on heterogeneous platforms consisting of central processing units (CPUs),
GPUs, digital signal processors (DSPs) and other types of processors or hardware accelerators. CUDA is a parallel computing
platform introduced by Nvidia. It offers a proprietary API and set
of language extensions that can be used to perform computations
on CUDA-enabled GPUs.
CUDA offers two programming interfaces: (1) the Runtime
API and (2) the Driver API. The Runtime API is a high-level interface that provides a set of routines and language extensions
and offers implicit initialization, context and module management. The Driver API is a low-level interface that offers an additional level of control by exposing lower level concepts such
as CUDA contexts, the analogue of host processes for the device,
and CUDA modules, the analogue of dynamically loaded libraries
for the device. However, using the Driver API requires more code
and effort to program and debug. Figure 2 shows CUDA software
stack. Most applications do not use the Driver API, as they do
not need the additional level of control, and use the Runtime API
instead in order to produce more concise code.
CUDA exposes its features through a runtime library as well
as a set of language extensions. These language extensions allow
programmers to define device functions (kernels), configure and
execute them on CUDA-enables GPUs. Extensions include function type qualifiers that specify whether a function executes on the

host or the device and whether it can be called from the host or
the device, variable type qualifiers, that specify the memory location of a variable on the device and build-in variables, that specify
dimensions and indices for the GPU’s multiple cores. Kernels are
configured and launched using the execution configuration extension, denoted with the <<<...>>> syntax. A function declared
as:
global

v o i d Func ( f l o a t ∗ p a r a m e t e r ) ;

is called using:
Func <<< Dg , Db , Ns >>>( p a r a m e t e r ) ;
where Dg specifies the dimension and size of the grid, Db the
dimension and size of each thread block and Ns the number of
bytes in shared memory that is allocated for this call.
Source files of CUDA applications contain both host and device code. More specifically, they contain language extensions
and device functions that need to be compiled with the NVCC compiler. NVCC separates device code from host code and compiles the
device code into an assembly form of CUDA instruction set architecture (PTX code) or binary form (cubin objects). Host code
is modified by replacing the execution configuration extension
(<<<...>>>) with the necessary runtime function calls to load
and launch each compiled kernel from the PTX code or cubin
object. This procedure is illustrated in Figure 3. Device code is
loaded from cubin or PTX files either during initialization from
the runtime or explicitly using the Driver API.
example_app.cu
__global__ void Func(float *parameter)

nvcc

example_app.cubin

{
….

Func<<<Dg, Db, Ns>>>(parameter);

nvcc

cudaConfigureCall()
cudaSetupArgument()
cudaLaunch()

Figure 3. Compilation Output
2.2

I/O Virtualization

Paravirtualization is a common technology used to virtualize
I/O devices. It enables low overhead I/O device virtualization providing efficient communication between host and guest. In this
approach virtual hardware is optimized for the virtualization layer
and exposes a software interface to the guest, which is similar
but not identical to that of the underlying hardware. It is implemented by creating communication channels between hypervisor

GPU resource sharing is implemented by multiplexing execution
requests at the backend side. Future work includes implementing
a GPU resource management system that enables scheduling of
execution requests posted by multiple guests. Data and control
paths are depicted in Figure 5. Solid lines represent control path,
while dashed lines represent data path.
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and guest operating system. Paravirtualized frontend drivers post
I/O requests to backend drivers directly, with minimal overhead.
To address the issue of having a unified model for those paravirtualized drivers across different virtualization systems, virtio [11]
has been proposed. Virtio provides a standardized interface for
the development of virtualized devices, as well as a mechanism
to support guest-to-hypervisor communication.
Using the interface defined in virtio, guest drivers communicate with the hypervisor by pushing data buffers to a shared
queue. The guest posts request buffers, which are processed by
the backend to produce corresponding responses. Virtio defines
a virtual queue interface that can be used for guest-to-hypervisor
communication. Specifically, it implements a shared ring buffer
mechanism that enables guests to post buffers which host can consume. Each shared ring has a callback function associated with it,
which is called when the hypervisor consumes the buffers. The
communication scheme is shown in Figure 4. Using the virtio
data transport interface, frontend drivers can enqueue buffers to
the shared ring and notify the hypervisor. They can then either
poll or wait to be notified when results become available through
a virtual interrupt. Frontend virtio drivers, including drivers for
network and block devices, have been added to the mainline
Linux kernel. Additionally, backend virtio drivers have been implemented for the QEMU software. Those implementations use
a data transport channel and a control mechanism which we also
use in our approach.

VGVM Library: CUDA applications access GPU resources
through routine calls as well as extensions to the C programming
language. Routine calls are implemented in libraries provided by
the CUDA SDK. Moreover, language extensions are replaced at
compile time by internal function calls, not exposed to the programmer. Using our framework, CUDA applications developed
with the Runtime API remain binary compatible since we expose
the same interface in our library. In order to implement Runtime
API routines in our library, we transfer routine arguments to the
backend, where the execution occurs, and receive the execution
results.
When a CUDA library call is made by an application (5a), we
intercept the arguments, pack them to an execution request among
with other required data, such as CUDA contexts, stored by the
library, and forward the request to the frontend driver through
an ioctl() system call (5b). When the system call returns, we
unpack the results and return them to the calling process. Furthermore, we accomplish virtualization of the kernel launch syntax (<<<...>>>) by implementing the internal routines which
replace the extension in our library. We intercept CUDA SDK
routine calls and override them with VGVM library routines using the LD PRELOAD environment variable.
Frontend Driver: We design VGVM’s frontend driver as
the intermediate component which forwards execution requests
from guest to backend. We implement the frontend driver as a
kernel module loaded to the guest Linux kernel. When a library
routine makes an ioctl() call (5b), the frontend driver handles
it by performing appropriate memory allocations and copying the
intercepted arguments from user space to kernel space (5i). It
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3.

Design and Implementation

In this section we describe VGVM’s architecture and analyze how virtualization and sharing of the GPU device is accomplished. We design VGVM using a paravirtualization approach
and employ API redirection in order to enable CUDA application
to execute within VMs. VGVM consists of three software modules: a user level library, a frontend driver located at the guest
OS and a backend that represents a virtual CUDA device. We
accomplish virtualization by intercepting library calls and redirecting their arguments to the frontend driver. They are afterwards
transfered to the backend through a communication channel and
executed on the host. Results are eventually returned to the guest.
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Figure 5. Data and Control Path

then uses the data transport mechanism described in Section 2
to make a request to the VGVM virtual CUDA device (5c). When
processing is complete, the frontend driver copies results back to
user space.
We implement two approaches for the mechanism which
awaits results from the virtual device, a polling based and an interrupt based. In the former approach the driver repeatedly checks if
a buffer has been pushed to the shared ring buffer by the backend,
while in the latter one the process’ state is changed to interruptible sleep, until a virtual interrupt is received, indicating that a
buffer has been pushed to the shared ring. The interrupt handler
then pops the buffer from the ring and wakes up the process.
We perform evaluation of the aforementioned implementations
regarding their performance and CPU utilization.
We enable communication between frontend and backend utilizing the previously described data transport mechanism. More
specifically, we issue execution requests to the virtual CUDA device by pushing buffers to the shared ring buffer and notifying
the backend. This communication mechanism introduces a limitation. Each data buffer has to be allocated in a physically contiguous way, which is not always feasible, especially in large data
transfers. This is a limiting issue in the case of data copies between host and device memory. We therefore develop a mechanism which falls back to a scatter-gather technique with smaller
physically contiguous buffers, in case the required memory cannot be allocated contiguously. The backend can then access each
piece of memory and reconstruct the original buffer.
Moreover, we implement GPU resource sharing among processes executing concurrently in the same virtual machine. We
accomplish it by enabling co-executing processes to access the
shared ring buffer concurrently using a synchronization scheme.
Each process can independently push requests to the ring buffer
and wait for them to be processed.
Virtual CUDA Device: We design the backend part of VGVM
as a dispatcher which handles execution requests from multiple
co-located VMs. We implement the virtual CUDA device as a
QEMU PCI device. VGVM’s backend component operates as a
request handler, receiving requests for routine execution as well
as the required arguments and executing them in the host environment. The backend can directly access buffers provided through
the data transport mechanism, without copying them. This is possible since the guest’s physical address space is accessible from
the QEMU process’ virtual address space through a translation
mechanism. When an execution request is received, we decode
it, retrieve required arguments and trigger execution on the GPU
(5d).
We eventually handle execution requests at the backend by executing appropriate CUDA Driver API routines. We choose the
approach of implementing the Runtime API using Driver API
routines, since the Driver API allows explicit context and module
management. Explicitly managing module loading and CUDA
context switching is required in order to implement GPU resource
sharing. We ensure isolation and protection among CUDA applications by switching the CUDA context associated with the
calling process to the current one before issuing routine execution, since each CUDA context has its own unique address space.
When execution is completed, we push buffers representing execution results to the shared ring buffer and notify the guest by
triggering a virtual interrupt (5e).
In order to accomplish sharing of the physical device among
processes executing concurrently in co-located VMs, we implement a separate shared ring buffer between the virtual CUDA de-

vice and each VM. We treat each request interdependently and
multiplex execution requests from co- located virtual machines.
By multiplexing execution requests from CUDA application executing concurrently on multiple VMs we enable them to share
their access to GPU resources.
3.1

Runtime API Implementation Details

We implement virtualization of Runtime API routines by intercepting library call arguments and forwarding them to the
backend for execution. Standard library routines’ implementation is fairly straightforward since there are respective Driver
API routines offering the same functionality. However, implementing routine calls that replace the kernel launch extension
(<<<...>>>) requires more effort, since those routines are not
exposed to the programmer and CUDA is proprietary software
not providing source code. We therefore employ reverse engineering techniques in order to accomplish virtualization of the
kernel launch extension. We perform library call tracing in order
to discover declaration of internal routines that implement kernel
launching. We implement those routines in our library exposing
the same interface so that we can intercept launch arguments and
forward them. Multiple routines are used to configure and launch
the kernel. In our implementation we gather the appropriate arguments, store them in data structures, and forward them lazily on
the last call.
Moreover, before launching a kernel execution, we need to
load device code to the GPU from the appropriate CUDA object file. However, the Driver API routine that implements module
loading requires the programmer to provide the object file name.
Additionally, Runtime API implicitly manages module loading,
not exposing the respective file names. We therefore develop a
mechanism which, at the beginning of CUDA application execution, searches for .cubin files and uses symbol extraction to
determine which kernels are defined in each object file. We store
the mapping between object files and kernels in a data structure
in our library and search for the corresponding file to load every
time a kernel is launched.
3.2

Isolation and Security

Our implementation ensures protection between applications
executing within a VM as well as between separate VMs. We
achieve isolation using the mechanism of CUDA contexts. CUDA
contexts are the equivalent of CPU processes. Each context has
each own unique address space and, as a result, GPU pointer values from different contexts reference different physical memory
locations. We associate a context with each application in order to
ensure isolation and protection from other applications executing
in the same as well as different VMs. Then, we set the current
context each time at the backend side based on the calling process.
VGVM has been designed in such a way, that it can be enhanced with more advanced features as future extensions. For instance, a scheduling mechanism could be added in order to ensure
fairness among separate VMs. Currently, in our prototype implementation requests are multiplexed on the host in a FIFO order.
This can be extended in a future work by introducing different
scheduling algorithms which can apply fairness and protect VMs
from other poorly configured or malicious VMs that try to hog
GPU resources.
3.3

Current Limitations

Although our framework provides transparent access to CUDA
devices, it introduces two functionality restrictions. Due to undocumented internal library calls, currently only CUDA Toolkit 5.0

Input Size (KB)
Execution Time (ms)
Busy Wait
CPU Usage (%)
Execution Time (ms)
Sleep
CPU Usage (%)

8
5.0
100
13.8
10

16
8.5
100
14.2
12

32
8.7
100
14.8
10

64
9.0
100
15.0
10

128
14.1
100
15.3
9

256
34.9
100
35.2
9

512
64.1
100
64.1
10

1024
240.8
100
241.1
6

2048
463.0
100
462.7
7

Table 1. Comparison of Sleep and Busy Wait Implementations

is supported in the guest. CUDA toolkit 7.5 can be used at the
backend, where the actual execution occurs. Additionally, CUDA
object files, which are used to load device code, need to be available to the host at runtime. They can be either copied before the
execution or accessed through a shared file system.

4.

Experimental Evaluation

All performance evaluations are conducted on a test system
consisting of two Intel Xeon X5650 CPUs (@2.66 GHz) with
48 GB of main memory. It is equipped with one Nvidia Tesla
M2050 GPU. The host system is running Ubuntu Linux 14.04
distribution with kernel 3.19.0 and Nvidia driver version 352.39.
The virtualization software used is QEMU-KVM 2.3. All virtual
machines are configured to use one VCPU and 1 GB RAM. The
guest OS is Debian 3.16.7 with kernel version 3.16.0.
In order to evaluate the performance of our prototype, we
use benchmarks from the official CUDA SDK 7.5 [12] as well
as the Rodinia benchmark suite [13]. We select benchmarks to
represent a wide range of GPGPU applications, and use varying
computational loads, data sizes, and different CUDA features.
We first use synthetic microbenchmarks to compare the two
implementations that the frontend uses to wait for results by
the backend. Furthermore, we perform breakdown analysis and
examine the overhead introduced by the VGVM software stack.
Subsequently, we use an application to evaluate the corresponding
performance using our framework compared to native execution.
Finally, we evaluate the scalability of VGVM as the number of
concurrently executing applications in co-located VMs increases.
1.2
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4.1

Sleep and Busy Wait Implementations

We first perform an evaluation of the two aforementioned
mechanism used by the frontend driver to wait for execution
results. We use a microbenchmark from CUDA samples, that
performs matrix multiplication which allows us to adjust the size
of input data. Matrix multiplication is an important operation
used in a variety of applications, such as financial and signal
processing applications. We compare total execution time as well
as CPU utilization for each method. We evaluate the two metrics

for a range of input data sizes. Results of this experiment are
depicted in Table 1.
Results show that for small input sizes the busy wait method
performs much better than the sleep method regarding to total execution time. This is expected, since the overhead of triggering
a virtual interrupt and executing the interrupt handler is higher
compared to polling in a busy wait loop. However, as input size
increases the difference in performance becomes negligible. Additionally, when the busy wait method is used, applications fully
utilize the CPU throughout their execution, creating unnecessary
load to the system. In the case of the sleep method, applications
have lower CPU utilization, since they release the CPU during
waiting time.
In order to benefit from advantages of both methods, we implement a hybrid approach. For small input sizes we use the busy
wait method in order to achieve better performance. In this case,
CPU is fully utilized for a short period of time, since backend
execution does not usually last long for small input sizes. Conversely, for larger input sizes we use the sleep method in order to
achieve low CPU utilization as well as high performance.
4.2

Microbenchmark Performance

We conduct experiments with several benchmarks running in
a native environment compared to executing in virtual machines
with VGVM. We measure the execution time of all CUDA operations and do not include any computation performed on the CPU
as our framework introduces overhead only on CUDA operations.
The normalized execution times on the native and virtualized environment are presented in Figure 6. Experiment results show that
performance degradation of BlackScholes (BS), LU Decomposition (LUD) and Back Propagation (BB) (where we executed the
GPU kernel 1000 times) benchmarks executing in a VM is negligible compared to the native execution. Their execution time in a
VM is 1.74%, 3.32% and 1.56% higher than native respectively.
The largest overhead in execution time is 9.23% for the fastWalshTransform (FWT) benchmark. This benchmark has a short kernel launch time (only a third of the total GPU execution time) and
thus overhead from memory copy between host and device has
a higher impact on its performance, due to the aforementioned
copy between user and kernel space. This overhead can be alleviated by applying zero copy techniques such as memory pinning, which can be implemented as future work. Moreover, we
observe a 4.40% improvement in CUDA execution time of the
matrix multiplication (MM) benchmark. This improvement can
be attributed to the conversion of Runtime API to Driver API at
the backend.
4.3

Breakdown Analysis

We analyze the overhead introduced by our virtualization
framework and perform breakdown analysis of individual CUDA
Runtime API routines, using the bandwidthTest benchmark provided by the CUDA samples. Results are shown in Figure 7. We
choose to perform measurements of cudaMemcpy routine, as it
introduces the largest virtualization overhead because of memory copy operations. We divide the execution of a routine into
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Figure 7. Breakdown Analysis

five phases (lib, copy, fend, exec, bend) representing the different components of VGVM’s software stack as well as operations causing significant overhead. The first phase (lib) includes
operations performed by the VGVM library except the ioctl()
system call that transfers control to the frontend driver. Copy represents the overhead introduced by copying memory from user
space to kernel space, while fend is the time consumed at the rest
of frontend driver’s operations. Finally, exec is the time of Driver
API routine execution at the backend and bend is the time spent
at the rest of the operations performed by the backend, such as
memory allocations, argument unpacking etc.
The figure indicates that the dominant factor of execution time
is Driver API routine execution at the backend. This phase takes
up to 69% of the total execution time for large memory copies.
Since this phase represents the actual execution on the GPU, the
rest of execution phases can be characterized as the virtualization
overhead caused by our framework. Results show that this overhead remains consistent for memory copies larger than 1 MB at
27% of the total execution time on average. This favors applications in which execution time is dominated by computation on the
GPU rather than memory copying. The phase of memory copy between user and kernel space consumes 30% of the total execution
time on average and constitutes the major factor of virtualization
overhead. Applying zero copy mechanisms, as mentioned earlier,
could lower this overhead. Such techniques can be implemented
as future work.
Further measurements depict that the rest of library routines
introduce a constant overhead. CudaMalloc operation introduces
an overhead of 24 µs, cudaFree overhead is 26 µs and kernel launch overhead is 45 µs. Relative applications’ performance
overhead is reduced as input data size increases, since this constant overhead becomes a smaller portion of the total execution
time as time of execution on the GPU increases.
4.4

MB input size). We measure the total time of execution as well
as the execution time of CUDA operations. Table 2 depicts experiment results for execution on native and virtual environment
using VGVM. As in previous experiments, Cuda represents only
the CUDA related functions calls, while Total represents the total time of execution including both CPU and GPU processing.
Results show that our framework adds 12.4% overhead on the total execution time and 10% ovehread on CUDA operations time.

Application Performance

We evaluate the robustness and efficiency of VGVM when
used by a higher level application. We use GPU MrBayes [14],
a bio-informatics application which uses DNA data to infer phylogeny. The application implements the Bayesian method to infer
phylogeny, using Metropolis coupled Markov chain Monte Carlo
(M C)3 on CUDA and uses real-world DNA data as input (1.1

Total (s)
Cuda (s)

Native
60.93
50.37

Virtual
67.02
56.64

Table 2. MrBayes Application Performance
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Figure 8. Scaling Measurements
4.5

Performance at Scale

We evaluate the overhead VGVM introduces at multiple concurrently executing GPU contexts by conducting experiments in
two setups: (1) we issue multiple processes on the native system
executing the same application (native) and (2) we launch multiple VMs and execute one application per VM (virtual). We
measure application’s CUDA execution time for these settings
and evaluate the overhead introduced by VGVM, as the number of GPU contexts and VMs increases respectively. We use the
BlackScholes benchmark provided by the CUDA samples. Results are depicted in Figure 8.
We make two observations based on the results. One is that
native execution time increases linearly as the number of GPU
contexts increases. This is expected, since legacy GPUs enforce
serialization of GPU tasks from different contexts. We later discuss the effect of this GPU characteristic on different types of applications. However, recent Nvidia GPUs (e.g. Kepler [15]) implement actual sharing of GPU resources between concurrently
executing CUDA jobs. Another observation is that performance
degradation of concurrently executing GPU applications in multiple VMs is negligible compared to native. Operations performed
by VGVM software modules, such as copies between user and
kernel space, are executed in multiple VMs in parallel and do not
introduce additional overhead as the number of VMs increases.

5.

Related Work

Various approaches to implement virtualization of graphic processing hardware and address GPU resource sharing have been
proposed by the research community. In the meantime, cloud
providers, such as Amazon [8], Microsoft Azure [16] etc. [17]
are starting to offer GPU computing resources as a service. A
class of proposed solutions makes use of pass-through technology in order to grant VMs direct access to host devices. This
approach can minimize the overhead of virtualization, as performance measurements on the Xen platform indicate [18], but since
a pass-throughed GPU is exclusively managed by the guest OS,
it does not allow multiple VMs to share the same device. Nvidia
GRID [19] technology enables assignment of the physical GPU

to multiple VMs at the same time. Gdev [20] is able to virtualize
a physical GPU into multiple logical GPUs, which can then be
pass-throughed to VMs, thus enabling GPU resource sharing.
A full GPU virtualization solution that allows the native
graphics driver to execute in the guest system has been presented
by Tian et al. [21]. This approach is implemented on Intel Processor Graphics GPU and evaluation is oriented on 2D and 3D
graphic applications. Suzuki et al. [22] propose an architecture
based on the Xen hypervisor that implements both full virtualization and paravirtualization. This approach differs from VGVM,
as it virtualizes the GPU at a lower level and uses Gdev [23] as
the CUDA Runtime.
vCUDA [24] and rCuda [25, 26] both employ API call interception and redirection, in order to allow applications executed within VMs to transparently access Nvidia hardware. They
both use network protocols in order to implement communication mechanisms. Although network communication mechanisms
make these solutions VMM-independent, they cause significant
overhead. rCUDA also features an optimized implementation of
the communication mechanism for InfiniBand interconnects, in
order to take advantage of the high speed fabric. Giunta et al. [27]
propose gVirtuS, a GPU virtualization service which focuses on
hypervisor independence relying on a communication component
independent from the communication channel. Comparison with
measurements in [27] reveals that VGVM introduces lower overhead than this approach. This can be attributed to the execution
of Runtime API routines at the backend. GViM [28], uses a paravirtualization approach in order to virtualize and manage GPU
resources. It employs Xen- specific mechanisms, including shared
memory buffers, in order to implement the communication mechanism. This solution presents a higher overhead compared to our
framework, as the comparison between measurements in [28] and
ours depict. Gottschlag et al. [29] propose LoGV, a solution that
implements GPGPU virtualization at a lower level, by leveraging protection mechanisms present in modern GPUs. It virtualizes the API of the pscnv GPU driver and uses open-source software in order to support the CUDA API. Moreover, this approach
does not ensure protection between individual applications within
VMs but only between VMs. In DS-CUDA [30] the authors
present a middleware with the goal to address major difficulties
in programming multi-node heterogeneous computers. The system implements virtualization of a cluster of computers equipped
with GPUs so that they appear as if they were attached to a single
node, in order to simplify the programming of multi-GPU applications. In the context of sharing GPU resources among colocated virtual machines Nanos et al. propose V4VSockets [31],
a framework for efficient, low-overhead intra-node communication in the Xen hypervisor. They show that rCUDA can be deployed over V4Vsockets to efficiently enable GPU resource sharing among co-located VMs.

6.

Discussion

Sharing physical hardware among multiple concurrently executing OSes is a fundamental aspect of hardware virtualization.
VGVM enables sharing of GPU resources by multiplexing requests for routine execution at the hypervisor. However, multiplexing applications’ accesses on the GPU introduces additional
overhead and negatively impacts its performance. Moreover, applications with different execution patterns can be affected differently by sharing their access to the GPU.
GPU accelerated applications can be divided according to
their characteristics into different classes. One such class contains
applications that can be be characterized as batch jobs. These ap-

plications copy large amounts of data from host to device memory
and then issue intensive computations without further user interaction. Results are calculated and copied back to host memory
before execution is completed. Examples include HPC scientific
applications from fields such as bioinformatics [32] and material
science [33]. Multiplexing GPU accesses of concurrently executing applications of this class cause performance degradation, due
to the inability of legacy GPUs to offer actual resource sharing.
The critical performance metric is total execution time. However,
the main characteristic of such applications is that their execution
time is dominated by GPU resources utilization. Therefore multiplexing GPU accesses of multiple concurrently executing applications decreases performance of all applications, since execution
requests from different CUDA contexts are serialized on the GPU.
This is an inherent characteristic of legacy GPUs’ architecture.
Thus, performance degradation of each individual application is
negligible in case applications are submitted to run sequentially,
for instance on a resource scheduling system (e.g. Torque). However, even this class of applications is expected to behave better
on modern GPUs.
On the other hand, a different class involves long-running interactive applications which typically begin by copying required
data to the device, outside of the critical execution path, and then
repeatedly receive smaller amounts of data as input which trigger computations. Examples of applications following this execution pattern include Big Data applications that perform queries
on large data sets [34]. Applications of this class sometimes have
low latency characteristics and even real-time requirements. The
critical performance factor of this class is the response time when
input is received. Their execution includes alternations between
idle periods user input is awaited, and computation periods when
requested results are being calculated. This execution pattern is
well fitted for device sharing among concurrently executing applications. Multiplexing their accesses to the GPU is feasible as
idle periods of some applications can overlap with computation
periods of others.
It is thus evident that the effect of sharing GPU resources can
be different according to the application’s execution pattern. A
GPU resource management system could distinguish between the
previously described application classes and schedule their accesses to GPU resources accordingly. Future work in VGVM involves applying profiling techniques in order to categorize applications and using different scheduling algorithms to multiplex
accesses to the GPU. These techniques will also be evaluated on
modern GPUs, which provide more advanced sharing features
among concurrent tasks.

7.

Conclusion

In this work we propose, VGVM, a framework for low overhead GPU resource virtualization and sharing among co-located
VMs. Our implementation employs API redirection through a
split driver approach, in order to allow GPGPU applications to
access the physical hardware. VGVM is open-source software
available online at https://github.com/dimvass/VGVM. Evaluation of our prototype shows that VGVM achieves near native
performance for medium and large data sizes. Moreover, multiple applications executing concurrently in co-located VMs can
efficiently share the host GPU.
We design VGVM in a way that enables scheduling mechanisms to be easily added to the current version. We plan to implement execution request scheduling in order to achieve quality of
service between VMs as well individual applications, in a future
work. An extension to VGVM’s backend can implement GPU

resource management and ensure fairness by identifying applications’ GPU execution profile and appropriately schedule their
access to the GPU. To this end, the mechanism could detect and
slow down VMs with high demands on GPU resources. Finally,
future endeavors also include evaluating our framework on recent
Nvidia GPU with enhanced features regarding resource sharing.
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